GUIDELINES FOR ENGAGING IN ONLINE SOCIAL MEDIA
Definitions
Personal Online Social Media Sites ‐ Any web‐based content that includes personal items (photos, videos, opinions,
other) intended for personal enjoyment and that are not intended to support the work and/or professional
responsibilities of a school district employee.
Professional/Official Online Social Media Sites1 ‐ Any web‐based content that includes information that supports
the work and/or professional responsibilities of a school district employee. The information should be aligned with
supporting the spirit of promoting the education values and mission of the district.
Develop personal and professional boundaries for “friends” when using online
media.
Familiarize yourself with your profile’s security and privacy settings and review
them regularly. Depending on how your settings are established, you could be
opening your content to everyone, including people you do not know. Your privacy
and that of your family is at risk.
Remember that people classified as “friends” on Facebook and similar social networking sites may have the ability
to download and share your information with others. Information temporarily posted about you can be
maintained permanently by someone else. Pictures and content from your secured site are easily captured and
shared with others.
Exercise caution when choosing to be “friends” with students of District 196 or their parents on your personal
online social media site. Educational employees have a responsibility to maintain appropriate employee‐student
relationships, whether on or off duty. In general, if your connection is due to your role as an employee of the
district (rather than as a relative or family friend) it is recommended that you maintain a professional relationship
and decline the online “friendship” on your personal site. It is recommended that you limit such friendships to
professional online social media sites that are kept separate from your personal sites (e.g., Mr. Doe’s World History
Facebook page, not John Doe’s personal Facebook page).
If you are uncertain of the language to use when declining the “friend” request of a student or parent, consider the
following suggestion for a response:
Thank you for your friend request. I have a routine practice of only sharing information with students or
parents through my professional email and web resources. If you feel your request is directly related to my
professional responsibilities, feel free to use my school email or professional web resources to contact me.
Safety comes first
If you learn of information on a social networking site that suggests a student is being abused or
neglected, you may have a duty to report as a mandated reporter.2 When in doubt, talk with
your supervisor if you become aware of information on a social networking site that suggests a
student may be in harm’s way, whether due to their own actions or the actions of another. The
same care and consideration you show for students in a school setting should be shown online.

1

Official websites are operated pursuant to 407.8AR, Section 5, Employee Use of Online Social Media, and are considered District websites subject to
711AR, Standards and Guidelines for District Websites. Employees may also elect to create or participate in their own professional websites, which are
purely voluntary and for which the District is not responsible for administering.

2

See, District Regulation 506.4AR, Reporting Suspected Maltreatment of a Minor

Don’t share private data
Most information on students (and their parents) is classified as private data under state
and federal law and cannot be released without written permission.3 Furthermore,
personal online social media sites are not appropriate resources to conduct school
business with students or parents. Employees should also use caution before posting
pictures or information about colleagues.

Remember copyright requirements
If you are responsible for an official school or district online social media site, you
must respect copyright requirements. If you are including content on the site that is
not your own, copyright laws and policy apply.4 A hyperlink to outside sources is
appropriate, provided that the linked content is appropriate and adheres to district
policy. Be sensitive about links, as it may imply an endorsement of the linked content.

Use professional judgment and etiquette
Only post content that you would be comfortable sharing with the
entire community. Imagine that your students, their parents, or your
supervisor may visit your site. Consider whether your content would
support your personal values and the values of the school district if
shared on the front page of a newspaper. In general, if you're about to
publish something that makes you even the slightest bit
uncomfortable, this may be a good indicator to refrain from posting.
Perception can become reality. In online networks, the lines between public and private, personal and professional
can be ambiguous. Your postings may create unintended perceptions about yourself and the district . Are your
postings honest, fair, and appropriate? Are they expressed respectfully and in good taste? Remember that district
employees are held to a higher standard of conduct than the general public. The district can’t list all the ways
conduct can fall short of that standard, but it believes in its staff to act appropriately and use common sense.
Remain objective when confronted with a difference of opinion in an online discussion. Engaging in online
debates can be challenging because the face‐to‐face human interaction is not present. People are sometimes more
likely to write something questionable because they do not have to feel or see the emotion it has created for the
person receiving the content.
Don’t allow your online activities to interfere with your work duties. Remember that district technologies are
provided for business use. Personal use of online social media during district time or on district equipment should
not occur except as permitted by the district’s acceptable use policy.5

3

See, District Regulation 505.2AR, Protecting and Privacy of Student Records

4

See, District Regulation 407.6AR, Copyright

5

See, District Regulation 407.7AR, Acceptable Use of Information Technology ‐ Employees
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